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17 See for example the earlier consultation on the Draft Universal Service Strategy.

18 See for example, the Global Commission on Internet Governance’s “One Internet” set of principles (2016).
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Now - Concerns with Current Legal Framework

C
Q Eg;@g
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Future - Improved Legal Framework?

2013 (2017 Amended) Telecommunications Law

Criminalizes legitimate online expression using vaquely worded terms (Art. 66(d) and 68(a))

Makes violations of the Law serious offences that allow arrests by the police without without judicial warrants
(Art. 80)

Allows government to suspend services,, block or prohibit content and services without safequards (Art. 77)
Provides vaque powers for interception, with limited safeguards (Art. 40(a), 69, 75 & 77)

Potential for license holders to become implicated in violations (Art. 5 & 57)

Law applies to citizens both inside and outside Myanmar

Repeal the following laws:
(itizen Privacy and Security Law
Electronic Transaction Law
Computer Science Development Law
Section 66(d) of Telecommunications Law
Articles in Penal Code Criminalizing Defamation

2017 Citizens Privacy and Security Protection Law
Has vague definitions of privacy and security not in line with international human rights standards
Permits surveillance, interception, entering homes without judicial warrants (Art. 8)

Criminalises defamation and imposes @ prisan sentences contrary to international norms that call for civil
liability for defamation (Art. 8(f) & 10)

1996 Computer Science Development Law
Includes vague and overly-broad criminalization of expression (Art. 35)
Outdated and incompatible with modern technology
Does not provide for data protection, protection of privacy or protection against cyber crime

Adopt New Data Protection Law
A clear purpose and scope of application based on data protection
principles
Protects the rights of data subjects
Limits grounds for processing of personal data
Sets obligations on data controllers and processors
Establish an independent supervisory authority for oversight of data
protection

2014 Electronic Transactions Law
Includes vague and overly-broad criminalization of expression (Art. 33(1) & 33(b))
Grants broad powers to access and inspect any ICT (Art, 9 &10.])
Outdated and incompatible with modern technology
Does not provide for data protection, protection of privacy or protection against cyber crime
Licensees are subject to suspension or cancellation of licenses for failure to comply with Government
(Art. 28)

Adopt Cyber Security Framework & Law
Cyber Security Law
Minimum standards of security, critical infrastructure, incident
response team, threat assessments, security audits

2015 Amendment to the Evidence Act
Vaguely defines legitimate electronic evidence and does not make any reference to privacy Sec. 9(g)

Adopt Cybercrime Law
Incorporate human rights protection and safeguards
Separate cyber dependent and cyber enabled crimes
Define cyber dependent crimes narrowly
Address “cyber enabled crime” through comprehensive criminal laws

Penal Code

Jailterms for ‘offensive’ language and defamation (Sec. 124(a))
Violations of freedom of expression (Sec. 505(b) & 505(c))
Prosecution of legitimate journalism (Sec. 500)

Adopt Rights-Respecting Lawful Interception Law
Do not expand surveillance powers through cyber crime laws
Incorporate rights-respecting provisions to cover both lawful
interception and government access to user data (surveillance)
Include appropriate authorisation, oversight, notification of
individuals, remedy and transparency
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