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agement Plan. The Global Inter-Agency Security Forum (GISF) provides resources to NGOs needing to use PSCs including Contracting Private
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9  Annex C of Use of Security Forces: Assessing and Managing Risks and Impacts, IFC, February 2017 provides templates for Tenders and
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TOTAL’s internal ‘VPSHR Rule’ (introduced May 2019) includes a requirement for contracts with PSCs to have a standard VPSHR clause requir-
ing the PSC to comply with VPSHR commitments and Group requirements.
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23 Despite the absence of a published legal basis, some stakeholders met by the assessment team appeared to believe that foreign companies
could not operate in Myanmar’s private security sector.
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26  DICA and the Companies Registry have since been transferred to a new Ministry of Investment and Foreign Economic Relations (MIFER)
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31 Members of the Myanmar VPSHR Steering Committee meet the Deputy Home Minister, Myanmar Centre for Responsible Business, 26 Novem-
ber 2019
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36 See for example Yangon Bank Customers Detained by Myanmar’s Military Regime, 17 March 2021, Irrawaddy, Customers queuing at bank in
Mawlamyaing fired on (in Burmese), Myanmar Now, 29 April 2021

37  Security guard is wounded in bomb blast outside military-owned bank in Myanmar as civilian death toll from junta’s brutal crackdown on pro-
testers tops 700, Daily Mail, 11 April 2021 and Bomb blast outside military owned Innwa bank in Taunggyi, Democratic Voice of Burma, 30 May
2021 (in Burmese), Bomb blast at Myitkyina KBZ branch, 14 May 2021, and Paletwa bomb blast injures civilian, Radio Free Asia, 28 May 2021

38 Third bank robbed in Myanmar’s largest city in three months, 22 October 2021 Associated Press

39 Myanmar Military Regime Accuses Resistance Fighters of Bago Bank Heist, 15 September 2021, Irrawaddy
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Queue for an ATM in Yangon, April 2021. Photo: Maung Sun
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43 DCAF and the ICRC have published a toolkit on Addressing Security And Human Rights Challenges In Complex Environments, 3rd Edition (2019)
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44  See Business Integrity Handbook, pp30-31, MCRB July 2020

45 An army, a mountain and the Asian Development Bank, Frontier Myanmar, 2 January 2018

46  How the Kayin BGF’s business interests put Myanmar at risk of COVID-19, Frontier Myanmar, 10 April 2020 and With conflict escalating, Karen
BGF gets back to business, Frontier, 13 May 2021

47  International Chamber of Commerce- Commercial Crime Services, IMB Piracy & Armed Robbery Map 2020

48 What'’s the Deal with Myanmar’s New Coast Guard? The Diplomat, 21 October 2021

49 Has Myanmar’s Submarine Purchase from India Hit a Nerve in Beijing? Irrawaddy, 28 October 2020
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of the 2016 Kenya Private Security Regulation Act. Similar studies have been undertaken in Nigeria (by the African Law Foundation and other
African countries.
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52 The role of civil society organizations in promoting good governance of the private security sector, DCAF, 2018

53  For ICoCA Affiliate or Member companies, ICoCA also accepts complaints concerning alleged ICoC violations.
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62 In the shadow of Letpadaung; Stories from Myanmar’s Largest Copper Mine’ Natural Resources Governance Institute blog and photo-essay, 6
October 2015

63  Shoppers boycott Myanmar Plaza after attack on anti-regime protest, Irrawaddy, 26 November 2021

64 Myanmar Police Arrest 10 Villagers After Clash Over Chinese Cement Plant, Radio Free Asia, 25 March 2020
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65 Public security forces in Myanmar are associated with significant human rights violations, particularly since 1 February. This represents a di-
lemma for companies since international good practice envisages some form of engagement with public security to prevent abuses, including
training. _A Model Clause for agreement between Government Security Forces and Companies is available from the Voluntary Principles on
Security and Human Rights (VPSHR). Annex E of the IFC’s Good Practice Handbook on Use of Security Forces: Assessing and Managing Risks and
Impacts (based on IFC Performance Standard 4) contains a Template Memorandum of Understanding (MoU) for companies seeking an MOU
with government and/or public security forces However the reputational risks of embarking on negotiating an agreement, and low chances of
obtaining one which would protect human rights, are such that these approaches are not advisable in Myanmar in the current situation.
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75 This may be challenging in the current circumstances but should still be attempted.
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82 Ayoung girl was allegedly sexually abused by a security guard inside a Rangoon hospital compound, Myanmar Now, 13 February 2019

83  Guidelines for Private Security Providers on Preventing and Addressing Sexual Exploitation and Abuse, ICoCA, July 2020

84 How to research Sexual Exploitation, Abuse and Harassment (SEAH) safely, Practical Guidance note by Global Interagency Security Forum
(GISF), September 2021
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86 In 2021, Verite developed a suite of tools that provides guidance and assistance on combating human trafficking in supply chains to actors in
the private security sector, particularly private security companies.

87 ILO, Application of International Labour Standards 2020, Report of the Committee of Experts on the Application of Conventions and Recom-
mendations, International Labour Conference 109th Session, Feb 2020

88 FROM THE RICE PADDY TO THE INDUSTRIAL PARK: Working conditions and forced labour in Myanmar’s rapidly shifting labour market, Liveli-
hoods and Food Security Fund (LIFT), July 2021
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89 International Labour Organization, Guide to Myanmar Labour Law, 2017 and 2022 update (forthcoming)
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121 Amendment of the Law protecting Privacy and Security of Citizens, State Administration Council Law 4/2021

122 See MCRB’s consolidated version of the 2004 Electronic Transactions Law, as amended in 2014 and 2021, and unofficial translation

123 Free Expression Myanmar’s analysis of 18 February ‘Myanmar’s new Electronic Transactions Law Amendment’, highlights the relationship to the
draft Cybersecurity law which had received widespread criticism, including from business associations.

124 See for example the Spanish approach to data sharing, in State Regulation concerning Civilian Private Security Services and their Contribution
to Crime Prevention and Community Safety, Box 2 p17, UNODC, 2014
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128 Two shot while installing CCTV in Mandalay, Voice of Myanmar (in Burmese) 2 December 2021
129 https://www.iso.org/isoiec-27001-information-security.html
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130 A template for an data protection impact assessment for surveillance cameras has been developed by the UK Information Commissioner Office
and the Surveillance Camera Commissioner.
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